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Why is there cyber
crime!



Why are there cyber
criminals?



Who are cyber
criminals?









® Military
® Sports
® Crime

® Explorers






Young Men















VVhat motivates young
men!



What motivates men!












More specifically...

® Motivated to establish a position in the
social hierarchy

® Jop dog get more mates than the bottom



Male Theory

Guys



Hacker Practice

Hackers



Why are there cyber
criminals?



Because there are
hackers.



Thank you.



Why are there hackers!?



Because there are
young men



So... why the crime!



Why is there cyber
crime!






morality,
creativity,

spontaneity,
problem solving,
lack of prejudice,
acceptance of facts

Self-actualization

self-esteem,
confidence, achievement,
Esteem respect of others, respect by others

friendship, family, sexual intimacy

Love/Belonging

security of body, of employment, of resources,
Safety of morality, of the family, of health, of property

breathing, food, water, sex, sleep, homeostasis, excretion

Physiological



Western world

® Basic survival needs provided for

® Social safety net



Developing World

® No social safety net
® No money!

® No food

® No home

® No nothing..



Developing World

® Children are a source of income

® Start paying rent, or get out



Cyber Crime



Amateur Hour

® Russian Hacker forums



Cashing out is hard to
do...



Cashing Out

® Convert ‘“credit’ into cash
® via digital currencies

® via physical goods



Cashing Strategies

® Sales

o CCV

® Services

® Virtual Currency
® Partnerships

® Shipping



Sales



Services
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Your VPN nrovider




DDoS Service

‘. ~ ABoc cepsuc (DDos service)

Hobpbin

Perncrpaumsa:
CoobweHun: 5

MewarT paborarb? [locTanu KOHKYPEHTbI?

lpeqnaraeM BaM OTIMUYHYIO BO3MOXHOCTb M3baBu

law O0oC cepeuc u3basut Bac or niobow ronosHowu 60) KOHKYpeHTOoB!
lopaepxvBaeM pa3nuukbie Bulb

AHOHMMHOCTbL rapaHTuposaHa!l

HEHB MHAMBMAYaNbHa 3aBUCKUT O NOXHOCTK, NpeanonaraeMoro Cpoka atakM U Konuuyecrsa atTakKyeMmbliX NPpoeKToBs.

Lena HaunHaeTrcs or 80 wmz\cyTkn.

~

1py BonbwoM obbLeMe 3aKa3oB CKUAKK!
Cnocobbl onnarbi:
WebMoney

AHNeKC AeHbru

Moneyback rapalTupye

Ull[ﬂ ama




Endorsement
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< >
[Ipoaam Npokcu aasa bpyTa
20 npokcn 4wmz
50 npokcn 6wmz
100 npokcn 9wmz
200 npokecun | 5wmz
AaAbLLIE LLleHa AOTOBOpPHas

[6(0D9.9.9.90.9.0.9.90.0.9.0,0.¢
< >
LluTaTa:

200 npokcn 4wmz
500 npokcu 6wmz
1000 npokcn Y9wmz
2000 npokcn | 5Swmz
APpYr Tbl HOAMKM 3a6bIA.
<Sinn>

Aa, HOAMKM TOYHO He NMOMeLLaloT =)
< >

3a 4wmz moxHo He 20 a 400 npokcu B3ATb!



< >

Proxies for [bruteforcing]
20 proxies 4wmz
50 proxies 6wmz
|00 proxies 9wmz
200 proxies |5wmz
[Other prices also available]

ICQ XXXXXAXKXKXXXX
< >
[quote]:

200 proxies 4wmz
500 proxies 6wmz
1000 proxies 9wmz
2000 proxies |5wmz
You forgot a nought.
<Sinn>

Yeah, [he] forgot a nought exactly =)
< >

for 4wmz you can get not 20 but 400 proxies!



Realistic pricing...

Killer685 Ornpasneno: Apr 4 2007, 09:12 PM

Mpoaaxa NPoKCK:

PaaCBOM 5000 wryK ceexwve 2a 0,5%

3 10000 wryK ceexwre 3a 1%
pynna: Y4acTHuk
CooSwenui: 1 20000 wryk ceexue 3a 2%
[Nonb3oparens N?2: 17497 . e "
PerwcTpaums: 4.04.2007 30000 wryk ceexwe 3a 3%

50000 wryK ceexwue 3a 4,5%

on: MNpoKck BpyTATLCA Ha AeKb 3aKas3a ¥ NOCTYNAaKT TONLKO C KoKeeepa!:)
W3 ropopa: PocToB-Ha-Lowy CryuaTtb B ICQ 12-543
*MNpUATHOK NOKYNKe™*




Virtual Currency

® Skype credit

, [Ipogam akayHThI CKaMIl

10€ =3.5%
20€=5%
0€=T7%

® funes Vouchers

e USD$100 @ USD$8



Partnerships

® Setup billing gateway

® Partners purchase with stolen credit cards
® Get “referral” fee
® Charge backs are honored

® Partners provide legal screen for the
gateway



[id] [login]

n
4048
3886
5050
3750
3684
5016
4748

2

56

4928

JlorvH
dp32
iamthevip
dp322
cosmazlk
ultra
slyers
newforis
rstwm
krab
nenastniy

Partnerka

[balance] [password hash]

banaHc

58160
61552.
75631
78824
82174.
85220
93260
95021.
105955.
158568

.20

63

.26
.88

54

.22
.64

16
76

.86

Xew napons

417f5a94d12926ccb633bcdl1c688£58
fe38dad6c717da5e5b9d4£60d48cd9o914
417f5a94d12926ccb633bcdl11c688£58
c60617b3bc972fc0£f99ba895079b90ea
3fc0a7acf087f549%9ac2b266baf94b8bl
8517£97998c888e9ad08af4437ale8c2
0ab6b521c6fc01eb7¢c98b29dee9c98efd
698d51a19d8al21ce581499d7b701668
1c34c2260ef82bbbede64d97£1087£59
286ec30adef7ec649ecdddO04bfcche7a



® Why are there cyber criminals?
® Hackers
® Young men
® Why is there cyber crime

® No social net



There will always be
cyber crime.



Not all Doom &
Gloom




!




Questions



