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Why is there cyber 
crime?



Why are there cyber 
criminals?



Who are cyber 
criminals?







• Military

• Sports

• Crime

• Explorers





Young Men











What motivates young 
men?



What motivates men?









More specifically...

• Motivated to establish a position in the 
social hierarchy

• Top dog get more mates than the bottom



Male Theory

Girls

Guys



Hacker Practice

Hackers

Girls



Why are there cyber 
criminals?



Because there are 
hackers.



Thank you.



Why are there hackers?



Because there are 
young men



So... why the crime?



Why is there cyber 
crime?







Western world

• Basic survival needs provided for

• Social safety net



Developing World

• No social safety net

• No money?

• No food

• No home

• No nothing..



Developing World

• Children are a source of income

• Start paying rent, or get out



Cyber Crime



Amateur Hour

• Russian Hacker forums



Cashing out is hard to 
do...



Cashing Out

• Convert “credit” into cash

• via digital currencies

• via physical goods



Cashing Strategies

• Sales

• CCV

• Services

• Virtual Currency

• Partnerships

• Shipping



Sales



Services



DDoS Service



Endorsement



<HarryPotter>   
Продам прокси для брута
	

 20 прокси 4wmz
	

 50 прокси 6wmz
	

 100 прокси 9wmz
	

 200 прокси 15wmz
дальше цена договорная
ICQ XXXXXXXXXXXX
<mp5>   
	

 Цитата:
	

 	

 200 прокси 4wmz
	

 	

 500 прокси 6wmz
	

 	

 1000 прокси 9wmz
	

 	

 2000 прокси 15wmz
	

 Друг ты нолики забыл.
<Sinn>
	

 Да, нолики точно не помешают =)
<прапор> 
	

 за 4wmz можно не 20 а 400 прокси взять!



<HarryPotter>   
Proxies for [bruteforcing]
	

 20 proxies 4wmz
	

 50 proxies 6wmz
	

 100 proxies 9wmz
	

 200 proxies 15wmz
[Other prices also available]
ICQ XXXXXXXXXXXX
<mp5>   
	

 [quote]:
	

 	

 200 proxies 4wmz
	

 	

 500 proxies 6wmz
	

 	

 1000 proxies 9wmz
	

 	

 2000 proxies 15wmz
	

 You forgot a nought.
<Sinn>
	

 Yeah, [he] forgot a nought exactly =)
<прапор> 
	

 for 4wmz you can get not 20 but 400 proxies!



Realistic pricing...



Virtual Currency

• Skype credit

• iTunes Vouchers

• USD$100 @ USD$8



Partnerships

• Setup billing gateway

• Partners purchase with stolen credit cards

• Get “referral” fee

• Charge backs are honored

• Partners provide legal screen for the 
gateway



Partnerka

    Ид Логин              Баланс    Хеш пароля
  4048 dp32               58160.20  417f5a94d12926ccb633bcd11c688f58
  3886 iamthevip          61552.63  fe38da46c717da5e5b9d4f60d48cd914
  5050 dp322              75631.26  417f5a94d12926ccb633bcd11c688f58
  3750 cosma2k            78824.88  c60617b3bc972fc0f99ba895079b90ea
  3684 ultra              82174.54  3fc0a7acf087f549ac2b266baf94b8b1
  5016 slyers             85220.22  8517f97998c888e9ad08af4437a1e8c2
  4748 newforis           93260.64  0a6b521c6fc01eb7c98b29dee9c98efd
     2 rstwm              95021.16  698d51a19d8a121ce581499d7b701668
    56 krab              105955.76  1c34c2260ef82bbbe4e64d97f1087f59
  4928 nenastniy         158568.86  286ec30a4ef7ec649ecddd04bfcc5c7a

[id]	
  [login]	
  	
  	
  [balance]	
  [password	
  hash]



• Why are there cyber criminals?

• Hackers

• Young men

• Why is there cyber crime

• No social net 



There will always be 
cyber crime.



Not all Doom & 
Gloom



Hookers For Hackers



Questions


